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Commotion Construction Kit

Installing + Configuring

Install on a Ubiquiti Router
(https://commotionwireless.net/docs/cck/installing-
configuringl/install-ubiquiti-router)

Configure Commotion
(https://commotionwireless.net/docs/cck/installing-
configuring/configure-commotion)

Common Configurations
(https://commotionwireless.net/docs/cck/installing-
configuring/common-configuration)
Troubleshoot Your Wireless Node
(https://commotionwireless.net/docs/cck/installing-
configuring/troubleshoot-your-wireless-node)
Install and Recover with TFTP
(https://commotionwireless.net/docs/cck/installing-

configuringl/install-and-recover-tftp)
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Troubleshoot Your Wireless Node

INTRODUCTION

This document includes steps to identify and solve the most common problems that
may arise with your Commotion router or wireless network. It includes:

e Some examples of the most common network problems.
e A step by step guide to assess and troubleshoot issues.
e Some supplies you may need for troubleshooting issues.
e Links to resources that may be needed while offline.

Depending on the severity of the problem, it may take anywhere from five minutes to
several hours to successfully troubleshoot the node or network.

MATERIALS + SUPPLIES NEEDED

To troubleshoot your node, you will need the following items on-hand:

e A print out of, or offline access to, this document (you can print this
web page)

¢ An extra Ethernet cable

¢ A computer with an Ethernet port

¢ The Commotion software image, if you need to start over

e (Optional) A print out of, or offline access to, Common Configurations
(https://commotionwireless.net/docs/cck/installing-configuring/common-configuration)
and Configure Commotion (https;//commotionwireless.net/docs/cck/installing-
configuring/configure-commotion)

e (Optional) A backup router

Overview of Common Problems

The most common problem a wireless network user will experience is not being able to
connect to the network, or to the Internet. There could be many causes for common
problems with the network. Issues with the router hardware, an Ethernet cable, a power
adapter, electricity, the Internet Gateway, or the Commotion software could be a part of
the problem. The troubleshooting process is to work through options, and rule out
issues by seeing what is happening at each part of the network connection.

Start troubeshooting by asking these questions and going to the first section
where your answer is "no":

' @ Is the router powered on? (#no-power)



Can you see the access point on your client device? (#no-
visible-ap)

Can you connect to the access point with your client device? (#cant-

g connect-ap)

Are you not seeing the splash page after associating with the
access point? (#no-splash-page)

Are you getting the splash page, but still cannot connect to
the Internet? (#no-internet)

POWER ISSUES: IF THE ROUTER IS NOT ON

() Does the Power over Ethernet
(PoE) adapter have power?

Make sure the PoE adapter is
fully plugged-in to the electrical
socket and that the power light
on the PoE adapter is on.

Does the outlet work?

If the PoE does not turn on,
check the electrical outlet with
another electrical device that you
know works. If that device also
does not get power, try a different
outlet.




I IT the power outlet WOrks, the FokE
R adapter may be bad. Try
replacing the PoE adapter.

Check the cables.

If the PoE adapter has power but the router does not, it may be a problem with the
Ethernet cable between the PoE and the router. Try a different Ethernet cable.

Check to be sure all cables are securely plugged-in, between the PoE adapter and
router, between the PoE adapter's LAN port and switch or Gateway modem (if
applicable), and between the PoE adapter and electric outlet.

If the router still does not have
power...

If the above steps do not solve
the power problem, unplug and
re-plug the PoE adapter to restart
the adapter and router. Wait a
minute or two to let the router
reboot before attempting to login.
If this does not work, then there
is a problem with the router and
you should replace it.

Power: Checked



At this point, you know the electricity supply for the router is good. Move on to
the next troubleshooting section.

NO VISIBLE ACCESS POINT: IF YOU CANNOT SEE THE
AP
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Are you near enough to the access point?

=Ir

Make sure you are close enough to the AP for it to be visible to your wireless
device. Also, check if any environmental conditions around the node are blocking
the signal.

Is the access point hidden?

If you know there is an AP and you
_ ' - are close to the router, but you still

i E N TE R SS I D. | cannot see the AP on your client

i device, the network administrator may
have set the AP to invisible. Try
entering the AP name manually on
your client device in its network
manager.

Is the AP enabled on the node?
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In the admin interface, go to Advanced -> Network -> WiFi and make sure the
“Master” access point is enabled. If you change this setting, you may need to
reboot your node.

AP Visibility: Checked
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The AP is visible.

CANNOT CONNECT TO THE ACCESS POINT: YOUR
DEVICE ISN'T HOLDING A CONNECTION

Are you too far from the access point?
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Because nodes often have more signal strength than your client device, you may
be able to see a strong signal on your client device, but your client device may not
be powerful enough to communicate with the node from a distance.

Restart wireless and/or your device.

If you still cannot connect, try turning
off and back on the Wi-Fi radio on your
client device or restarting the device.

Make sure you are trying to connect
to the AP, not to the ad-hoc (mesh)
signal.



my-wireless-node
Usually the difference between the two

kinds of signals is indicated by their
icon on your client device's network
manager.

commotionwireless.net ﬁ

If the AP is secure, make sure you

my-secure-ap = E have the right network key, or

password, for it.

ENTER PASSWORD:

This is usually different from the root
admin password.

Are there too many routers in the
room?

There may be too much interference on
the same Wi-Fi channel. To reduce
interference, try removing some routers,
spacing the routers further apart, or
turning down the power on some of the

routers.
AP Associated with Client: Checked
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The client device is connected to the AP.

NO WELCOME PAGE: IF YOU ARE ON THE AP BUT
AREN'T DIRECTED TO THE LANDING PAGE

This webpage is not available
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Check the status of the network.
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If you are associated with an AP and you know there is an upstream Internet
Gateway in the mesh, but you cannot get online, there may be a broken mesh link.
Make sure that all the nodes are meshing properly to the Gateway. You can check
the node’s routes list to see if it is connecting to any other nodes.
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Check for a Gateway.

Known OLSR routes
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To see the routes list in the Commotion admin interface, go to the Status page and
click on Nearby Mesh Devices. This lists any routes the node has in its table. If
the node has an announced network entry of 0.0.0.0 anywhere in this table, then it
knows there is a Gateway to the Internet somewhere in the network. If the node
does not have a 0.0.0.0 route in the table, then it does not see a route to the
Internet. Check the mesh network connections to make sure that all routers are
meshing properly, and that the signal links are strong enough between nodes.

If you still cannot access the Internet,
plug an Ethernet cable directly into the
Gateway modem.

If you can access the Internet this way, then

the problem is with the Commotion node. If
D you cannot access the Internet this way,

then there is a problem with the Internet

connection, which is beyond the scope of
this guide.

Welcome Page: Checked



The welcome page comes up on the client device.

WELCOME PAGE SHOWN, BUT NO INTERNET: IF THE
WELCOME PAGE COMES UP, BUT YOU CAN'T GETTO
THE INTERNET

If you are being directed to the landing page, but still can’t get to the Internet after
you click the link, then there is likely a problem with the Gateway to the Internet.

Node name: Mesh IP-Address:
Welcome!
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? Please see the advanced network troubleshooting guide to diagnose
u these issues.

REPORT A BUG

If you believe there is a problem

with the Commotion software, visit

this link and file a bug report

(https://commotionwireless.net/report)

, describing your configuration and

the problem you experience.
https://commotionwireless.net/report

(https://commotionwireless.net/report)



DEFINITIONS

Ad-hoc Network / Device Network

On some devices, such as laptops, some network connections are
shown as “computer to computer” networks. These are networks that
may be mesh networks or point to point connections between
computers—such as for file sharing. The term “ad-hoc” can also refer
to unplanned, decentralized network connections.

Client Device
The device with a WiFi radio that you use to connect to a wireless
access point, e.g. a computer, cell phone, or tablet device.

AP (Access Point)
A device that allows wireless devices to connect to a wired network
using WiFi or related standards.

PoE (Power over Ethernet)
Describes systems which pass electrical power along with data on
Ethernet cabling.

OLSR (Optimized Link State Routing)
The routing protocol used by Commotion. This protocol determines the
routes for the nodes in the network.

Router
A device that determines how messages move through a computer
network.

Image
Another name for the firmware or operating system software, like
Commotion, that makes a router function.

RELATED INFORMATION

There are several other documents in the Commotion Construction Kit that hold related
information on configuring and making changes to your node:

® Configure Commotion (https://commotionwireless.net/docs/cck/installing-
configuring/configure-commotion)

® Common Configurations (https//commotionwireless.net/docs/cck/installing-

configuring/common-configuration)

External Resources

We recommend reading through Chapter 15 of Wireless Networking in the Developing World
; on maintenance and troubleshooting.







